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1	Decision/action requested
This contribution proposes a candidate solution regarding UE implementation schemes in achieving AKMA procedures. It is kindly appreciated for SA3 to discuss the following schemes and suggest the possibly preferred ones for further study.
2	References
 [1]   3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)"
[2]   3GPP TS 27.007: "AT command set for User Equipment (UE) V15.3.0"
3	Rationale		
This proposal analyzes several UE implementation schemes in achieving AKMA functionalities. The AKMA function model on UE can be implemented in UICC, CP, AP, or even independent secure elements with which some intelligent devices are equipped. Through the study of the following schemes, possible implementations on UEs achieving AKMA can be investigated, with some gaps found for further standardization as well. 
4	Detailed proposal	
[bookmark: _Toc467658313][bookmark: _Toc482970147]*************** Start of Change ****************
 6.X Solution <X>: UE implementation schemes
6.x.1 Introduction
To enable authentication and application key management using AKMA, 3GPP AKA protocol can be leveraged to bootstrap application security. 3GPP AKA is running on UICC with CK and IK generated to be provided for session key derivation. An AKMA logic module should be implemented on UE to achieve AKMA procedures with network functions, which can be implemented in UICC, CP, AP, or even independent secure elements with which some intelligent devices are equipped. There are instructions, parameters like request/response, keys, identifiers etc, transferred among them.
6.x.2 Solution details	
In the following schemes, AKA framework is running on UICC which is capable of running AKA. AKMA framework is the logic module achieving AKMA functionalities on UE, which is able to derive session keys and subsequent application keys based on CK and IK obtained from AKA framework. The implementation of AKMA framework differentiates in terms of its location in the following schemes and therefore brings different UE implementation schemes achieving AKMA. 
Scheme 1：OpenCPU scheme with AKMA framework on CP (modem)
Figure 1 illustrates an openCPU scheme with AKMA framework on CP, application programs on CP calls AKMA API to obtain an application authentication identifier. AKMA framework requests for CK and IK via APDU (Application Protocol Data Unit) packets according to ISO7816 protocols.
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Figure 1: Scheme 1- OpenCPU scheme with AKMA framework on CP (modem)
Scheme 2: OpenCPU scheme with AKMA framework on UICC
Figure 2 illustrates an openCPU scheme with AKMA framework on UICC, CP send instructions and parameters to UICC via APDU (Application Protocol Data Unit) packets according to ISO7816 protocols. In this case, the key derivations are UICC-based.
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Figure 2: Scheme 2- OpenCPU scheme with AKMA framework on UICC
Scheme 3: AP scheme with AKMA framework on CP (modem)
Scheme 3 is similar to Scheme 1 in terms of the interaction between AKMA framework and AKA framework, while AP calls AKMA framework through AT commands specified in TS 27.007. 
· Open logical channel +CCHO
· Close logical channel +CCHC
· Generic UICC logical channel access +CGLA
· Restricted UICC logical channel access +CRLA
However, since the implementation of the above commands is optional in the specification, this kind of scheme is lack of mandatory command implementation.
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Figure 3: Scheme 3- AP scheme with AKMA framework on CP (modem)
Scheme 4: AP scheme with AKMA framework on UICC
Scheme 4 is similar to Scheme 2 in terms of the interaction between AKMA framework and AKA framework, while AP calls AKMA framework through AT commands specified in TS 27.007. As for AP calling AKMA framework via CP, there is the same issue due to AT command implementation introduced in Scheme 3.
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Figure 4: Scheme 4- AP scheme with AKMA framework on UICC
Scheme 5:	AKMA framework implemented on Secure Element (SE)
Some intelligent terminals are equipped with secure elements. In this case, AKMA framework can be implemented on SE, AP inputs CK and IK obtained from UICC to AKMA framework and afterwards gets application authentication identifier from SE.
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Figure 5: Scheme 5- AKMA framework implemented on SE
Scheme 6:	AKMA framework implemented on AP OS
AKMA framework can also be implemented in AP OS, thus application authentication identifier is provided to upper layer applications via direct system API calling.
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Figure 6: Scheme 6- AKMA framework implemented on AP OS
6.x.3 Evaluation	
Among the above schemes, Scheme 1and Scheme 2 are more IoT specific since they can be implemented without AP, which is suitable in lightweight IoT scenarios. Currently, Scheme 2 and Scheme 4 are partially implementable due to the optional AT commands as explained above.
*************** End of Change ****************
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